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Abstract of the contribution: We evaluate two existing solutions for Key Issue #2.8
1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G.
The document briefly evaluates solutions #2.3 and #2.4 for Key Issue #2.8: User Authentication. 
2. Text proposal
In line with the discussion presented in the previous clause it is proposed to introduce the following changes to [1]. 
~ ~ ~ Start of first text proposal ~ ~ ~
5.2.4.3.3
Evaluation 

The solution meets the following requirements listed in 5.2.3.8.3:

“It shall be possible for devices to securely authenticate a single registered user, or any one of a set of registered users.” 

“For any given device, it shall be possible for a mobile network and/or an IoT service to determine: whether a registered user has been authenticated; which user has been authenticated (if there are several registered users); the means that were used to authenticate the user (e.g. was it PIN, password or biometric); and/or other factors related to the reliability of authentication (e.g. how recently was this done, were there retries?)”  
“Mass compromise of many users’ data shall be prevented.” 
“Tracking of a user across different services without the user’s consent shall be prevented.”

In addition provided that a secure component not removable from the UE (as suggested in Key Issue #1.13) is used to store biometric data for registered users, then the solution will meet the following requirement: 

“Sensitive user authentication data (especially biometric information) shall be stored in a way which makes compromise very difficult.”

And provided a secure component that is not removable from the UE (as suggested in Key Issue #1.13) is used to generate and register FIDO asymmetric key-pairs, then the solution will also meet the following requirements: 

“A device that asserts that a user is authentic shall be suitably trustable by the operator and/or the IoT service.”

~ ~ ~ End of first text proposal ~ ~ ~
~ ~ ~ Start of second text proposal ~ ~ ~
5.2.4.4.3
Evaluation 

The solution meets the following requirements listed in 5.2.3.8.3:

“It shall be possible for devices to register new users, in such a way that an operator and/or IoT service can associate the newly-registered user with an already-known party (e.g. the known user of another device).” 

If the user who is messaged on the “master” device is designated as an owner of a group of IoT devices, then the Mobile Connect solution can also meet this requirement:

“Where devices are joined into a group, for purposes of authentication of a user to a network and/or IoT service, each group shall have a designated owner who is recognized by the network and/or IoT service (for purposes of responsibility, billing etc). A device shall not join or leave a group without this action being confirmed by the owner of that group. For any given group-joined device, the owner shall be able to determine if a new user registers to the device, or if the user of the device otherwise changes; the owner shall then be able to decide whether the device remains part of the group.” 

~ ~ ~ End of second text proposal ~ ~ ~
3. References
[1]
3GPP TR 33.899, “Study on the Security Aspects of the Next Generation System”, version 0.5.0, October 2016.

3GPP


